HOW TO: ATIVAR O BOTAO
“REPORT PHISHING"” NO OUTLOOK
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No How to deste més vamos falar sobre uma funcionalidade pouco conhecida do Outlook, a do botao de Report Phishing
dentro do Outlook.

Esta funcionalidade permite submeter para analise da Microsoft, com o minimo de esforco, emails que o utilizador considere
serem de Phishing e que tenham entrado na sua mailbox, permitindo assim que sejam mais facilmente identificados e
bloqueados no futuro.

Este add-in funciona nas seguintes versées de Outlook:
. Outlook on the web
. Outlook 2013 SP1 or later
. Outlook 2016 for Mac or later
. Outlook included with Microsoft 365 apps for Enterprise
. Outlook app for iOS and Android

Tem como limitacao o facto de nao funcionar em shared mailboxes e em mailboxes on-premises, ou seja, apenas funciona com
mailboxes de utilizadores alojadas no Exchange Online.

E possivel configurar o funcionamento do add-in, para que além de submeter as mensagens a Microsoft, sejam também copiadas
para uma mailbox para analise interna.

Este add-in pode ser instalado pelos proprios utilizadores, ou entao de forma central pelos administradores.

Vamos entao mostrar como instalar este add-in nos dois casos.
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=. Microsoft | AppSource @

1. Para a instalacao ser feita pelo préprio
utilizador, o mesmo deve-se dirigir a https://
appsource.microsoft.com/pt-PT/marketplace/
apps e pesquisar por Report Phishing. rotcacies + Remort Phishing
Depois deve clicar em Obter Agora.

£ Procurar

Report Phishing

. Microsoft Corporation
& Outlook
L

L. 0. 6 & Classificagées)

Precos Gratuito Y% Guardar na minha lista

Descrigdo geral Revisdes Detalhes + suporte

Report missed phish e-mails based on the configuration of your enterprise user submission
policy.

The Report Phishing add-in works with Outlook 2016 and above to allow you to report suspicious messages and

also moves the message to the deleted items folder.
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2. No menu seguinte efetuar login com a sua conta Microsoft 3. E no Outlook:
se necessario e clicar em Continuar. Apds esta accao, 0 mesmo
devera ficar visivel no Outlook for the Web:

Print
View 1 M 5 "
! \) !
% Share to Teams Report Insights Report
Message ~ Phishing
; Report Phishing
Protection Protection ~
@ OneNote Tell Microsoft about issues related to phishing and send them a copy.

Fol Antispam Message Analyzer

designed to compromise your privacy and security,

Insights

Reporting helps Microsoft hone its filters to protect you from email
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4. Se quisermos que o deployment seja feito de forma centralizada, devemos ir ao Admin Center do Office 365 em https://admin.
microsoft.com e ir a Settings, Integrated Apps, Add-ins.

Integrated apps

Discover, purchase, acquire, manage, and deploy Microsoft 365 Apps developed by Microsoft partners,
Line-of-business apps developed within your organization are not displayed here. To manage these apps, go to the respective admin center
or page : Azure Active Directory | SharePoint | Teams |

H! Getapps T Upload custom apps () Refresh Oitems O Search N Filter =

Name Host products Status Test deployment
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5. De sequida clicar em Deploy Add-in e depois em Next.

Add-ins

Deploy Add-In Search

Name Description

We didn't find anything to show here
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6. No ecra seguinte clicar em Choose from the Store.

Deploy a new add-in

Deploy from the Store

Get solutions tailored to your industry that work with the products you already use.

Choose from the Store

Deploy a custom add-in

Create a new web application, or upload an add-in / integration for Office.

Upload custom apps
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7. Pesquisar pelo add-in e clicar em Add.

Select add-in

< Back Manage Cookies

{4 Report Phishing

Microsoft Corporation
% %k ke (2)

!
Report
Phishing

Protection

Description
The Report Phishing add-in works with Outlook 2016 and above to allow
suspicious messages and also moves the message to the

Messages that your Office 365 email account marks as phish are

8. Na caixa de didlogo seguinte, clicar em Continue.

One moment...

| '!l Report Phishing

License terms and Privacy policy

By clicking continue, you agree to the provider's license terms and
privacy policy and understand that the rights to use this product do not
come from Microsoft, unless Microsoft is the provider.

Cancel Continue
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9. De sequida selecionar as op¢des que queremos
para o deployment e clicar em Deploy.

E assim fica concluida a activacao do add-in Report
Phishing. De notar que podera haver um delay até
12h para os utilizadores verem o botao no Outlook
e que poderao ter de reabrir a aplicacao para que o
botao apareca.

Configure add-in

Report Phishing
o By Microsoft Corporation
.

Assign Users

Choose which users will have access to Report Phishing
(®) Everyone

O Specific users / groups

Search for specific users or groups to add or remove

| Start typing a name to search for users
Olustme

Deployment Method

(®) Fixed (Default)

The add-in will be automatically deployed to the assigned users and they will not be able to

remove it from their ribbon.

O Avaitable

Users may install this add-in by clicking the Get More add-ins button on the home ribbon in
Outlook and going to Admin-managed.

() optional

The add-in will be automatically deployed to the assigned users but they can choose to
remove it from their ribbon.

After you choose 'Deploy’, the add-in will be available on assigned users' ribbons the ne

they open their app.

Deploy Cancel




